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Abstract—In this work, we propose a risk-aware physical
distancing system to assure a private safety distance from
others for reducing the chance of being affected by the COVID-
19 or such kind of pandemic. In particular, we have formulated
aphysical distancing problem by capturing Conditional Value-
at-Risk (CVaR) of a Bluetooth-enabled personal area network
(PAN). To solve the formulated risk-aware physical distancing
problem, we propose two stages solution approach by impos-
ing control flow, linear model, and curve-fitting schemes.
Notably, in the first stage, we determine a PAN creator’s safe
movement distance by proposing a probabilistic linear model.
This scheme can effectively cope with a tail-risk from the
probability distribution by satisfying the CVaR constraint for
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estimating safe movement distance. In the second stage, we design a Levenberg-Marquardt (LM)-based curve fitting
algorithm upon the recommended safety distance and current distances between the PAN creator and others to find
an optimal high-risk trajectory plan for the PAN creator. Finally, we have performed an extensive performance analysis
using state-of-the-art Bluetooth data to establish the proposed risk-aware physical distancing system’s effectiveness.
Our experimental results show that the proposed solution approach can effectively reduce the risk of recommending

safety distance towards ensuring private safety. In particular,

for a 95% CVaR confidence, we can successfully deal with

45.11% of the risk for measuring the PAN creator’s safe movement distance.

Index Terms— Physical distancing, conditional value-at-risk (CVaR), personal area network (PAN), Bluetooth, COVID-19.

I. INTRODUCTION
A. Background and Motivation
OWADAYS, the outbreak of Coronavirus disease 2019
(COVID-19) is a global crisis that can prevent by
keeping a certain physical distance among individuals [1].
It is imperative to take necessary preventive measures to
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flatten the curve of COVID-19. In particular, increasing the
physical space among the individuals can help to maintain
the social distance and smooth the trajectory of COVID-19
affected cases. Maintaining a certain physical distance by
the individuals can establish a social connection to promote
resilient communities for adapting to the changes in society.
This also can reduce the stresses and metal fatigue [2], and
other disturbances due to pandemic. Hence, to assure physical
distancing, recommending a safe distance from others is pos-
sible by utilizing communication technologies. In particular,
by using existing smart devices (e.g., smart-phone, smart-
watch, smart wearable), a distance can be measured among
the individuals and recommend the safe space and a risk-zone
trajectory by analyzing personal safety risk.

Significantly, the Internet of Things (IoT) technologies
[3]-[7] are promising to show such distance measurement
and other services for the smart city [8] and its citizens by
establishing IoT networks [9], [10], and wireless networks [11]
infrastructure. Besides, a personal area network (PAN) can
create by utilizing Bluetooth technologies [3]-[7] to mea-
sure the physical distance between two IoT devices of both
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indoor and outdoor environments. Further, the significance
of using Bluetooth beacon for measuring physical distance
is the capability of less interference between Bluetooth and
other wireless technologies, since a frequency hopping spread
spectrum (FHSS) technique is used. In particular, it utilizes
a spectrum range between 2.402 and 2.480 GHz, or 2.400
and 2.4835 GHz with a 2 MHz wide guard band [12]. Thus,
a Bluetooth-based PAN in a close-proximity environment
can efficiently measure a distance between two IoT devices
through a received signal strength indicator (RSSI).

Recently, Apple and Google have exposed the Contact
Tracing APIs for Bluetooth to track and inform the users’
contact with others, in which Rolling Proximity Identifiers are
changed every 15 minutes on average. Thus, this approach
is a post-measurement and does not in a real-time manner
[71, [13]. On the other hand, Bluetooth could get its wrong
distance when the signal passes through the environmental
obstacle such as the human body and physical substance [6].
Thus, considering environmental factors [3] is an effective
way to reduce the error of distance measurement through the
RSSI. In which, applying additional risk measurement can deal
to reduce that error. In particular, Conditional Value-at-Risk
(CVaR) [9], [10], [14] is a risk assessment metric that has the
potential for coping with a tail-risk of measuring a reliable
safety distance in PAN by capturing uncertainty. In this work,
we focus on address the following research questions:

1) Can Bluetooth measure the distance with reliability?

2) Can we take a proactive private safety distance measure?

3) How to ensure the right decision within 200 to 1000 ms

for recommending a safety distance in PAN?

In the context of a risk-aware physical distancing system for
COVID-19 or such kind of pandemic, this work provides a
reliable and proactive physical distancing solution for society.
In particular, we assume that the proposed physical distancing
system’s users are not already affected or diagnosed by the
COVID-19. The objective of this work is to encourage and
maintain social distancing [15], [16] among the general people
of the society for assuring private safety and better mental
health [2]. However, in general, the asymptomatic COVID-19
infected people are not in isolation, in which low-immune
people such as older and other sick individuals can be affected
by them [1]. Therefore, our goal is fo protect physical contact
among the individuals in an area such as a market, office,
park, social community center, and others by recommending
a risk-aware physical distance with a high-risk trajectory plan.

B. Related Work

The authors in [17] showed an analysis based on Bluetooth
Low Energy signals of two smartphone users for mutual con-
tact tracing. This analysis was considered for 15 minutes in a
data-driven manner to detect optimal contact detection that was
no more than 6 feet of distance. However, the authors did not
consider when there are more than two people in a particular
area. An evaluation of effectiveness on Bluetooth-based smart-
phone contact tracing application for COVID-19 performed
by the author of [18]. Notably, the authors measured tracing
speed for a centralized and decentralized approaches for
newly possible infected individuals by COVID-19. However,

this evaluation is conducted for a post-measurement that can
control the future outbreak after affected but cannot prevent
the infection of COVID-19. In [19], the authors proposed a
social distancing monitoring system to prevent the spread of
COVID-19 using oscillating magnetic field-based proximity
sensing systems. The authors showed that for close-proximity
(less than 2.0 m), the proposed oscillating magnetic field-based
proximity sensing behaves more robust than Bluetooth. How-
ever, in the case of using this additional sensing system,
individuals require to use an extra wearable device.

The authors in [20] proposed a sustainable lockdown policy
for a government/organization based on the infection rate of
COVID-19. In particular, the authors have captured track-
ing information of individuals using the Global Positioning
System (GPS) through smart-phone. However, GPS can give
approximate positioning for developing a sustainable lock-
down policy, while in the case of real-time positioning of
close-proximity the GPS does not work correctly. In [21],
the authors proposed a fog computing framework for tracing
contact to prevent COVID-19. Bluetooth of the smart-phone is
considered as an end device signaling to measure the contact
tracing. In [22], the authors proposed a deep learning-based
social distance monitoring framework for a smart city. In par-
ticular, the authors used three state-of-the-art object detection
models (i.e., Faster R-CNN, SSD, and YOLO) to detect
individual from the videos. However, only detecting and
monitoring do not have impacts on reducing infected people,
where we need to take proactive action. In [23], the authors
built a prototype to assist the smart city lockdown by detecting
human faces for strictly maintaining restrictions on public
movements. In particular, the authors proposed a three-layered
edge computing architecture to reduce the latency of face
detection for smart cities. The study in [23] does not con-
sider any contract tracing scheme, nor do they consider any
physical/social distancing mechanism.

C. Contributions

To address the above circumstances, in this work, we pro-
pose a risk-aware physical distancing recommender to reduce
the risk of affected by the COVID-19 or such kind of pan-
demic due to inter-personal physical contact. This work is an
extension of our initial findings in [24], and we summarize
the significant contributions of this work as follows:

o First, we formulate a problem of risk-aware physical

distancing for a Bluetooth-enabled personal area network.
In particular, we capture a tail-risk by considering the
Conditional-Value-at-Risk metric for a safe distance esti-
mation of the PAN creator to enhance a private safety
distance from others.

« Second, we propose a probabilistic linear model-based
algorithm to solve the risk-aware physical distancing
problem. Furthermore, this algorithm can effectively cope
with the CVaR for estimating the safe distance among the
individuals.

o Third, we have proposed the Levenberg-Marquardt-based
curve-fitting scheme to recommend a high-risk trajectory
plan of the PAN creator for ensuring private physical
safety distance from others.
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TABLE |

SUMMARY OF NOTATIONS
Notation Description
c PAN creator
J Set of users in PAN
Pe Transmit power by PAN creator c to others J
Rj_. RSSI received by ¢ from user j
deyj Distance between PAN creator ¢ and user j
A Measured power of ¢
[C) Environmental factor of the considered area

Zc—sj(de—;) | Zone label of user j

Ve—s j Safe distance between user j and PAN creator ¢

a Significance probability level

¢ CVaR confidence

T Safe-movement distance of a PAN creator ¢

X Set of safe-movement decision vectors

B,y Optimization parameters of the Levenberg-
Marquardt-based curve fitting model

T Vector of a high-risk zone trajectory

« Finally, experiment results show that the proposed solu-
tion approaches can efficiently determine safe movement
distance for the PAN creator. And also capable of provid-
ing an optimal high-risk trajectory plan to ensure private
safety from the COVID-19 or such kind of pandemic.
Specifically, the proposed solution can deal with 45.11%
of the CVaR for 95% CVaR-confidence.

The rest of the paper is organized as follows: we present
the system model and problem formulation of the risk-aware
physical distancing problem in Section II. In Section III,
we represent the solution approach to the formulated problem.
We discuss in detail experimental analysis in Section IV.
Finally, we present our concluding remark in Section V.

Il. SYSTEM MODEL AND PROBLEM FORMULATION
A. System Model of Bluetooth-Based PAN

Considering an area that encompassed J + 1 smart device
users. In which one of the users ¢ creates a personal area
network (PAN) via the Bluetooth. Thus, the PAN creator ¢
transmits wireless power p. [dBm] toaset 7 ={1,2,...,J}
of J smart device users in the considered coverage area
(summary of notations is presented in Table I). Then each
smart device j € J sends back RSSI R;_,. from its current
position to the PAN creator ¢. By capturing the RSSI R; .
from each smart device j € J, the PAN creator ¢ can
determine its current distance from each user j € J. Thus,
a distance d._.; between PAN creator ¢ and a smart device
user j can be calculated as follows [3]:

de-s j = 10047 Ri=/0100), (M

where A represents measured power (i.e., A = —69dBm [3]),
and an environmental factor denotes by ®. The value of ®
relies on the current environment of the PAN, where ® =
[2, 3,4]. This environmental factor directly affects with the
correctness of a distance calculation between PAN creator ¢
and each user j € J. We consider three zones [1] based on
the current distance d.—,; between PAN creator ¢ and each
user j € J: 1) high-risk zone, 2) moderate risk zone, and
3) safe zone. In particular, each user j € J belongs to one
of these zones based on current distance j € J [meter] (as

aa PAN user in safe zone ——— High risk zone

PAN user in moderate risk zone Moderate risk zone

Safe zone

@ PAN user in high risk
- user in high risk zone

Fig. 1. System model of Bluetooth-based personal area network (PAN).

seen in Figure 1). Therefore, the zone of each user j € J is
assigned as follows:

09 if dC—)j = 19
Zesjldesj) =11, ifdeesj>1&desj <2, 2)
2, otherwise,

where 0, 1, and 2 represent a high risk, moderate risk, and safe
zone, respectively. We consider an achievable safety distance
v j [meter] of PAN creator ¢ from each user j € J. Thus,
to reach a safety distance v, j, the PAN creator ¢ needs to
move a certain amount of distance from its current position.
Therefore, we consider x as a safe movement distance of the
PAN creator c¢. This secure movement distance x is random
over time and uncertain in nature. Therefore, we consider a
safe movement distance decision vector x € R’, where x €
x, and x is a random variable. Now we consider a function
A(x,d) to determine a safe movement distance for the PAN
creator ¢, where a decision of a safe movement distance x
belongs to vector x € R,

Additionally, we need to take into account the uncertain
moves of the other PAN users Vj € J since they also can
move inside the considered PAN. Therefore, we consider a
set X = {x,x2,...,xy} of safe movement decision vectors
x C R’ for coping with the uncertainty of other users’
movement over time. We denote a vector d € R’ to capture
the randomness of all users, Vj € J with respect to each
user’s current distance d.—,; between the PAN creator ¢ and
each user j € J. Thus, we can determine a safe movement
distance for the PAN creator as follows:

A, d) = miny_ ~pa)] D16 +des)) = vesjl], 3)
jed
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where P(d) is a probability distribution of current distances
from PAN creator ¢ to all users Vj € J for the considered
PAN. Further, decision for a safe movement distance x €
x € R’ depends on P(d). Therefore, (3) it-self is a random
variable for each x € R’. Additionally, (3) is a function of the
absolute difference between a safe distance constant v, ; and
a reachable safe distance x +d.— ; (i.e., movable distance x).
Therefore, (3) holds the following properties:
o |[(x +desj) —vesjl =0, (3) is always positive.
o |(x +desj) —vesj| =0, if and only if (x +de— ) =
Ve—j-
o |(x + de—j) — Vesj| = |vesj — (x + de—j)l, 3) is
symmetry.
o |(x +desj) — bl < [(x +de—j) — Ve j| + Ve — b,
thus, (3) holds a triangle inequality.
Thus, an absolute deviation of a safe movable distance x € x
is the absolute difference between x +d,— j and v, j, which
depends on a probability distribution of P(d). To capture
this deviation of a safe movable distance x € x, we need
to cope with the uncertain characteristics of d for all users
(i.e., Yj € J) in the considered PAN. For characterizing the
randomness of d., ; where j € J, we consider a Conditional
Value-at-Risk (CVaR) assessment. In particular, the CVaR can
cope with an amount of tail risk for any kind of uncertain move
for each user j € J over a specific time frame ¢ (i.e., each
t =200 ms).

B. Problem Formulation of a Risk-Aware Physical
Distancing System

Considering a CVaR confidence level ¢ for determining
a risk-aware safe distance between the PAN creator ¢ and
other users Vj € J. Thus, we denote a probability distrib-
ution F(x, ) of the safe movable distance function A(x, d)
(i.e., (3)). This probability distribution F(x,{) can satisfy
the considered CVaR confidence level ¢. In particular, ¢
represents a cutoff point for determining a distribution F(x, ¢)
of A(x,d) to capture a tail-risk for safe movable distance x.
In fact, CVaR confidence ¢ shows inverse characteristics (i.e.,
inversely proportional) to the safe movement distance function
A(x,d). Therefore, a cumulative distribution function (CDF)
of ¢ can be defined when a safe movement distance x € x
becomes fixed. The CDF for a function of ¢ is denoted as
follows [14]:

F(x,0) =/A( 0t P(d)dd. 4)

Therefore, F(x,¢) (i.e., (4)) is a nondecreasing and contin-
uous function w.r.t. CVaR confidence ¢ [14] Hence, we can
discretize CVaR I',(x) of random variable x by quantifying
a risk that is the beyond Value-at-Risk (VaR) ¢, (x) [14],
[25], [26], where o € (0, 1) represents any significance
probability level of VaR and CVaR. In particular, we capture an
extreme risk of a safe movement distance A (x, d) for the PAN
creator ¢ by utilizing cumulative distribution F(x,¢) of .
Let us consider a € (0, 1) as a significance probability level
for both Value-at-Risk ¢, (x) and Conditional-Value-at-Risk
I',(x). Here, both of them rely on a random variable x to

safe movement distance. Thus, by considering any significant
probability level a, we can characterize VaR ¢, (x) as follows:

{o(x) =min F(x,{) > a, (5)
ceR

where (5) can estimate a value for ¢ by satisfying
F(x,¢) > a. Here, VaR ¢, (x) is an upper-bound that assists
to capture a tail-risk for safe movement distance calculation.
Therefore, we can capture CVaR T, (x) for decision vector x
(i.e., safe movement distance) of the PAN creator ¢ as follows:

Fe) =i (7=

Ax,d)P(d)dd. (6)
P(A(x.d))=a(x)
(6) determines a conditional expectation for the random vari-
able of safe movement distance x, where P(A(x,d)) >
Ca(x) = (1—a). To assure a private safety distance of the PAN
creator ¢, individual needs to move at least x distance from its
current position. Therefore, by characterizing the CVaR T’y (x),
a risk-aware physical distancing problem can be defined as
follows:

1
(1—a)

Yu(x, &) = min ¢ + / [F(x, &) — ¢TF P(d)dd,
ceR deR!

(N

where [F(x, ¢)—¢]" is a function of ¢ and positive. Addition-
ally, Y, (x, ¢) is a continuous function since (4) (i.e., F(x,))
becomes continuous [14]. The goal of the problem (7) is to
find safe movement distance x € x of the PAN creator ¢ while
considering a distribution of ¢. In particular, the distribution
of ¢ satisfies P(A(x,d)) > {4(x) to capture a tail of risk.

We propose a probabilistic linear model to solve the
risk-aware physical distancing problem (7) by incorporating a
probabilistic linear model. Next, based on the movable safety
distance Vx..; € x of the PAN creator ¢, we employ a
curve-fitting [27] optimization to determine the recommended
risk-zone of that individual. In particular, we decide a high-risk
trajectory for ¢ by solving a first degree polynomial equation to
find an exact fit among the others Vj € J in the considered
PAN. We describe our solution approaches in the following
section.

[1l. SOLUTION APPROACH OF RISK-AWARE
PHYSICAL DISTANCING

In this section, we discuss the proposed solution approach
to the risk-aware physical distancing system. Figure 2 illus-
trates an overall solution procedure of the risk-aware physical
distancing problem. In particular, we propose two stages
of solution procedure for the proposed risk-aware physical
distancing system. First, we estimate current distance from
PAN creator to other users and assigned each user j € J into
one of the zone among three (i.e., high risk, moderate risk,
and safe zone) using a control flow scheme. Next, we solve (7)
to determine safe movable distance by considering a tail-risk
assessment of a probabilistic linear model. Based on the
current and safe movable distance between the PAN creator
and all users, a curve fitting scheme is proposed to determine a
high-risk zone path planning for the PAN creator. In this solu-
tion approach, we propose Algorithm 1 and Algorithm 2 for
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PAN creator

— §==

Input RSSI signal from all users and
initialization of parameters

!

Calculate distances d from all
individuals in a designated area using
(1)

V
Distance and zone categorization (high
risk, moderate risk, and safe zone) and
user’s zone labelling using (2) by
applying control flow scheme

g

Moveable safety distance
recommendation x and tail-risk (CVaR)
assessment by a probabilistic linear
model for (7)

Risk-zone trajectory planning from the

recommended distance by using a -
curve fitting model (9)

Algorlithm 1

Every 200 ms PAN creator receives a periodic safety
distance and risk-zone trajectory recommendation

Algorithm 2

Fig. 2. Solution procedure of the proposed risk-aware physical distanc-
ing system.

determining risk-aware safe distance and risk zone trajectory
planning of the PAN creator, respectively. Both Algorithms are
deployed in a smart device of the PAN creator.

In Algorithm 1, PAN creator broadcasts power p. to all
users in PAN and receiving RSSI VR;_,. € J from these
users in line 2. Line 4 estimates the current distance d—, ;
between the PAN creator and each user j € J in Algorithm 1
while line 5 assigns each user j € J into a zone based on
current distance. We solve (7) by developing a probabilistic
linear model to find risk-aware movable safety distance for the
PAN creator in lines 10 to 13 in Algorithm 1. In particular, line
10 of the Algorithm 1 estimates mean and variance using a
distribution [28] of current users’ distances d. Algorithm 1
calculates the VaR (5) and CVaR (6) in lines 11 and 12,
respectively. To determine safe movable distance decision x
for the PAN creator c, the risk-aware physical distancing (7)
problem is solved in line 13 of Algorithm 1.

Based on current distance d.—, ; € d and risk-aware safety
distance x..; € x between ¢ and each user j € J,
we estimate risk-zone trajectory using Algorithm 2. Thus,
line 15 of Algorithm 1 sends (x¢—1,Xc—2,...Xc—>J) € X
and (d.—1,dc—2,...d.—j) € d to Algorithm 2 while line 16
(in Algorithm 1) receives estimated risk-zone trajectory to
recommend the PAN creator c¢. The above procedure is
repeatedly executed for every r+ = 200 ms interval due to
200 ms is a desirable period for maintaining a stable PAN

Algorithm 1 Proposed Risk-Aware Physical Distancing Algo-
rithm Based on Probabilistic Linear Model
Input: R; .. VT, A, O, a
Output: d, x, x, VJ
Initialization: A, ©, o, T, ¢, zc— j(de—;) € VT, d, VT,
¢
1: for Until: ¢t > T do

2:  Broadcast: p. and Receive: VR; .. € J
3: forVjeJ do

4: Distance: d._.; € J using (1)

5: Zone: 7., j(dc—;) € J using (2)

6: Append: d._,; to d

7:  end for

Risk-aware

8: safe movable distance and risk zone path planning

9:  for Until: P(A(x,d)) > ¢,(x) do

10: sigma, mu = fit(d)

11: Ca(x) = ppf(1 — a) * sigma — mu for (5)

12: Ip(x) = (1+a) * pdf (L (x)) * sigma — mu for (6)

13: Estimate: Y, (x, ¢) for (7)

14:  end for

15 Send to Algorithm 2: (x._,xc—2,...Xc—J) € X,
des1,de—sn,...desy) €ed, Vje T

16:  Receive: risk-zone trajectory recommendation X._,; to
X of ¢ from Algorithm 2

17 t =1+ 200 ms

18: end for

19: return

Algorithm 2 Risk-Zone Trajectory Recommendation Based
on Levenberg-Marquardt for PAN Creator ¢

Input: (xc—1, Xe—2,...Xc—7) € x, Vj € J,
(dc—>1; dc—>2; .. -dc—>]) ed, V] eJ
Output: X, ; € X,Vje J
Initialization: S, y, z
1: fun_call(d,p, v)
20 return Xe—j = f(dewj,2) = fd +y
{Callback function for (8)}
3: B, y = optimize.curve_fit (fun_call, d, x, z)
{Using SciPy API [30] to execute (9) for finding £ and y }
: for Until: Vj € J do
Sfun_call(d, B, y) using (8)
Append: ., ; to X
: end for
: Send: risk-zone trajectory recommendation X to Algo-
rithm 1
9: return

%N e a R

via Bluetooth. Thus, Algorithm 1 recommends to the PAN
creator a safe distance among all users, and also providing
a high-risk zone path planning using a Levenberg-Marquardt-
based curve-fitting model (in Algorithm 2). Algorithm 1 can
provide a solution to the PAN creator in polynomial time
computational complexity while this complexity relies on the
number of available users J in the PAN. Therefore, the com-
putational complexity of the proposed Algorithm 1 leads to
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O(J?) since Algorithm 1 can be reduced a base problem into
a family of probabilistic linear model [28], [29].

We determine high-risk zone trajectory based on the
available movable safety distance x for the PAN creator
¢ from other users Vj € J. To do this, we choose
Levenberg-Marquardt (LM) algorithm [31] that is capable
of faster convergence than Gauss-Newton (GN) [32] and
Gradient Descent (GD) towards the optimizing its parameters
for an optimal solution [33], [34]. Further, LM can select one
direction from its possible two options, which ensures the
robustness of the proposed solution approach. Additionally,
the LM algorithm can still find an optimal solution although
initial guess is far from the optima. LM has a trade-off for slow
convergence when parameters contain a large vector [33], [34].
However, in this work, we consider a first degree polynomial
equation with two parameters f and y. Therefore, LM is a
suitable choice to solve the following first degree polynomial
equation,

where dc.; € d denotes current distance between PAN
creator ¢ and user j € J. We receive current dis-
tances (de—1,dc—2,...dc—j) € d between PAN creator
¢ and other users Vj € J from Algorithm 1. Subse-
quently, Algorithm 1 also provides safe movement distance
(Xe—1, Xc—2, .. . Xc— ) € x for the PAN creator c. In particu-
lar, d.—. ; € d relies on x._, ; € x for determining a risk-zone
trajectory between PAN creator ¢ and each user j. Therefore,
our goal is to determine parameters f and y of (8), where the
sum of the residual r is minimized,

J
(e d) = min 3 (xej = f(@ens)y )%, ©)
7

where z = (8, 7) € R? denotes a vector of the parameters
f and y. We propose a Levenberg-Marquardt-based risk-zone
trajectory planning Algorithm 2 for PAN creator c¢. In par-
ticular, we have applied the Levenberg-Marquardt algorithm
through scipy.optimize.curve_fit API [30] for developing
the proposed risk-zone trajectory Algorithm 2.

In Algorithm 2, inputs come from Algorithm 1 while we
initialize parameters f and y. We define a callback function
in lines 1 and 2 of Algorithm 2 for solving (8). Then we
utilize a standard solver for Levenberg-Marquardt algorithm
using SciPy API [30] to execute (9) for finding f and yp.
Line 3 of Algorithm 2 determines parameters § and y for (9).
In lines from 4 to 7, we estimate risk-zone trajectory for
the PAN creator ¢ to assure private safety from COVID-19
or such kind of pandemic. Finally, line 8 (in Algorithm 2)
sends recommended risk-zone trajectory to the PAN creator ¢
through Algorithm 1.

The Algorithm 2 solves a first degree polynomial equa-
tion based on Levenberg-Marquardt (LM) [31] method to
recommend a high-risk trajectory plan for a personal area
network (PAN) creator c¢. In particular, a nonlinear least
squares problem (9) is solved by the Algorithm 2 in an iterative
manner. Therefore, the number of iterations depends on an
upper bound € of r(x, d), such that ||Vr(x, d)|| < € [35], [36].

TABLE Il

SUMMARY OF EXPERIMENTAL SETUP
Description Value
CVaR significance level a 0.90,0.95,0.99] [9]
Constant for RSSI effect on environ- 2,3,4] [3]
mental ©
Measured power of Bluetooth device A | —69 dBm [3]
No. of users in PAN J [1,102953] [37]
Broadcast interval ¢ 200 ms [37]
Observational duration 7" (minutes) 1,3,5,10,15, 30]
Initial 5 0.5,1.0,1.5,2.0
Initial ~v 0.5,1.0,1.5,2.0
Probability distributions Normal [28], Student-t [29]

=2 0=3
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0=4

High
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Moderate
Moderate L
25.9%

L
1

/ 1ra%

Safe

Safe

Fig. 3. Impact of environmental factor © for current distance estimation
and zone categorization using RSSI.

As a result, the worst-case computational complexity of Algo-
rithm 2 belongs to O(J x €~2), where J is the number of
smart devices in the considered PAN. In fact, the worst-case
computational complexity for a single phase of Algorithm 2
leads to 0(672) [35], [36]. Since the overall proposed solution
of the risk-aware physical distancing problem based on a
combined effort of Algorithms 1 and 2. In particular, Algo-
rithm 2 receives input from Algorithm 1 to find an optimal
high-risk trajectory plan for the PAN creator. While both
Algorithms run on the same device (i.e., PAN creator’s device).
Therefore, in the proposed solution, there is no communication
overhead regarding information sharing among the algorithms.
Hence, the overall worst-case computational complexity of
the risk-aware physical distancing problem becomes O (J2) +
O(J x €72). In which, the complexity of Algorithm 1 solely
depends on the number of smart devices J in the PAN, where
O(J?) leads to a similar complexity of a probabilistic linear
model [28], [29]. Further, the worst-case complexity 0(6’2)
for a single-phase computation relies on an upper bound ¢
[35], [36] of Algorithm 2. Therefore, Algorithm 2 does
not have any adverse effect on Algorithm 1 with respect to
computational complexity, while the overall complexity leads
to the family of polynomial-time O (J?).

To evaluate the effectiveness and reliability of proposed
Algorithms 2 and 1 for solving the risk-aware physical dis-
tancing system, we have performed an extensive experimental
analysis. We present in detail the experimental analysis and
discussion in the following section.

IV. EXPERIMENTAL RESULTS AND DISCUSSION
In this experiment, we have considered RSSIReport
dataset [37] to effectively measure the performance of the
proposed Algorithm 1 and Algorithm 2. We have implemented
these Algorithms on the python platform. Table II represents
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Fig. 4. An analysis of the impact of the environmental factor © for distance measurement through Bluetooth-based RSSI.

a summary of the experimental setup and other parameters
considered the same as the dataset [37]. Further, we consider
each beacon of the dataset [37] is a PAN creator. We have
compared the normal distribution [28]-based linear model
with a Student’s t distribution [29]-based model in terms of
CVaR risk assessment. Additionally, considered CVaR-based
physical distancing model is compared with VaR for illus-
trating the strength of CVaR over the VaR. Finally, we have
considered nearest-neighbor and cubic interpolation [38] as
baselines to compare the proposed first degree polynomial for
risk-zone trajectory planning. First, we illustrate an impact
on distance measurement through Bluetooth-based RSSI over
environmental factors ® = [2,3,4] of a PAN creator in
Figures 3 and 4. The Figure 3 shows that the number of high
risk users (i.e., 1362 out of 102953) are the same for all values
of ® = [2, 3, 4]. While in Figure 4 (a) shows that the median
of distances vary for different ®. In particular, the distance
difference becomes around 100 cm for ® = 2 and ® = 4.
Thus, we can conclude that ® = 2 is a suitable choice to
ensure a robust distance measurement by the Bluetooth based
RSSI in a very close proximity (i.e., 1 mz). However, when the
PAN coverage area increases, a higher ® induces more users
into the moderate risk zone from the safe zone as seen in
Figure 3. Therefore, a higher value of ® is a better choice for
effectively measuring the distance via Bluetooth-based RSSI
since it can capture the adversary effect from the environment
for considered PAN. Therefore, a reliable safety distance
measure is required before recommending a private safety
distance of the PAN creator.

Second, an effectiveness analysis between a normal distri-
bution and Student’s t distribution [29] in terms of capturing
tail-risk of CVaR for a distance estimation between PAN cre-
ator and others are shown in Figure 5. We have found that the
self-movement distances of the PAN creator have 60.93% and
45.11% risk with respect to CVaR-confidences 99% and 95%,
respectively within a range of 2 meters. Figure, 5 also illus-
trates that the Student’s t distribution can significantly cope
with the heavy tail process in terms of CVaR risk assessment.
Therefore, we choose Student’s t distribution-based model
for further evaluation. As a result, the proposed method can

3.5
= Normal PDF risk return
=== Student-t PDF risk return
S0TT s Half normal PDF risk return
a 0.03 T
=
- [+

223 002 §,25%
2 oo1 L B [29%\
ﬁ 2.0 J‘7 .
5 0.00 T —
@ 2 4
U 1.5 !
=
L]
]
0 1.0

0.5 4 95%-CVaR = 45.11%

o7 >« | 99%-cvar =(60.93%
’f’ i e '-.*j
0.0 T = T
—4 -2 ] 2 4
Distance for movement
Fig. 5.  Effectiveness analysis between a normal distribution and

Student'’s t-distribution in terms of capturing tail-risk of CVaR for distance
estimation.

effectively discretize a tail-risk from the Student’s t distribution
for measuring the distance in considered PAN. Thus, based on
the outcomes of the proposed risk-aware physical distancing
model, we can recommend a safe movable distance from all
individuals to the PAN creator c.

Third, we analyze the performance of the proposed
risk-aware physical distancing system in Figure 6 for 1, 3,
5, 10, 15, and 30 minutes of stay time to the PAN creator
using Bluetooth beacon id 65 of the dataset [37]. Figure 6
shows that the risk between the considered individual and
others is increasing from 0.2% to 6% when stay time goes
from 1 minute to 30 minutes. In which, the proposed system
can successfully detect those individuals into the risk-zone and
capable of notifying to the system user.

Next, we illustrate the risk-zone trajectory planning for
the user in Figure 7. In particular, the Figure 7 describes
a high-risk path planning of the PAN creator ¢ for 1, 3,
and 5 minutes of stay duration in the considered PAN.
We have found that the parameters (i.e., f and y ) value of the



MUNIR et al.: WHEN CVaR MEETS WITH BLUETOOTH PAN

13865

90°

180° 0® 180°

@ High risl&
Moderate risk
+ Safe

® High risk
Moderate risk
+ Safe

270°

0°

180°

High rlsk
Moderate risk
+ Safe

@ Highrisk
Moderate risk
+ Safe

270

(d) 10 minutes observation.

(e) 15 minutes observation.

90°

i)

B

¥

By

T

*# % -t-.;..,.x:,.

o I
¥ “‘-a:'l | *
High risk . o e
Moderate risk
+ Safe

315°

270°

(c) 5 minutes observation.
90°

f ﬁm%..\

- f?f ] r?lam‘i |
et
N s
. H*Ghr;:“”;ﬁ%‘ﬁﬁ.

Moderate risk
+ Safe

270°

(f) 30 minutes observation.

Fig. 6. Private safety recommendation analysis for an individual during 1, 3, 5, 10, 15, and 30 minutes stay time with each 200 ms gap using the

Bluetooth beacon id 80 of the dataset [37].
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Fig. 7. High-risk path planning of an individual for 1, 3, and 5 minutes of stay duration with each 200 ms gap using the Bluetooth beacon id 80 of

the dataset [37].

proposed Levenberg-Marquardt-based curve-fitting method,
around [0.0058668, 0.95598897], [0.01097831, 0.8949547],
and [—0.00640721,0.98195997] for 1, 3, and 5 minutes of
stay duration, respectively. Thus, the proposed first-degree
polynomial-based curve-fitting scheme can find an optimal
path for risk-zone trajectory planning. Additionally, initial-
ization of f and y does not affect for obtaining the opti-
mal parameters of the proposed Levenberg-Marquardt-based
curve-fitting method (as seen in Table III) for the risk-zone

path planning. In which, the LM algorithm can find an optimal
solution while the initial guess is far from the optima [31],
[33], [34]. In fact, we have implemented the LM algorithm
through scipy.optimize.curve_fit API [30] for finding an
optimal risk-zone path planning of the PAN creator. Thus,
the proposed LM-based curve-fitting method of the risk-zone
path planning scheme follows the nature of an optimal
solution [31], [33], [34], while initialization of the parameters
does not affect to obtain an optimal value.
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TABLE IlI
INITIALIZATION VS. OPTIMAL PARAMETERS OF THE
LEVENBERG-MARQUARDT-BASED CURVE-FITTING RISK-ZONE
PATH PLANNING FOR A 5 MINUTES OBSERVATION IN PAN

Initial 5 | Inmitial v | Optimal 5* | Optimal v*
0.5 0.5 —0.0005 0.9635
1.0 1.0 —0.0005 0.9635
1.5 1.5 —0.0005 0.9635
2.0 2.0 —0.0005 0.9635
@ High-risk user
03811 Nearest-neighbor [ Ay
= Cubic —e 1"
—— Proposed first degree polynomial
0.95 1
E
L
£ 094+
L]
g
% 0.93
N
0.92 4
0'91 = T T T T T
0.0 0.2 0.4 0.6 0.8

X-axis (distance [m])

Fig. 8. A comparison of high-risk zone trajectory planning between the
proposed and other baselines for 10 minutes observation.

In Figure 8, we have analyzed the effectiveness of
a high-risk zone trajectory planning among the pro-
posed first-degree polynomial and other baselines (i.e.,
nearest-neighbor and cubic). In this experiment, we have
taken into account an area for the considered PAN. In which,
we have experimented by considering a polar coordinate sys-
tem. Thus, representing the interpolation difference between
the proposed solution and baselines by a polar coordinate is
not understandable. Therefore, we have illustrated Figure 8
into a two-dimensional plane instead of a polar axis. We have
done this experiment by considering 10 minutes observation
with a 200 ms intervals. The Figure 8 illustrates a high-risk
zone trajectory planning for a 1 square meter area, where the
interpolation of the proposed model significantly outperforms
others by an exact fit over the high-risk users’ current position.

Finally, a comparison between Value-at-Risk (VaR) and
Conditional Value-at-Risk (CVaR) along with normal distrib-
ution and Student-t distribution for the recommended distance
estimation is illustrated in Figure 9. For this analysis, we have
considered beacon id 65 as a PAN creator where data are
used from 2016 — 10 — 16 : 20 : 13 : 53 to 2016 —
10 — 17 : 00 : 23 : 52 of the dataset [37]. Thus, we have
compared VaR and CVaR along with normal distribution and
Student-t distribution in [37]. Figure 9 shows that the proposed
CVaR-based model is more reliable than the VaR, in terms
of tail-risk analysis when the environment is random over
time. Therefore, the proposed model can significantly reduce
the risk in terms of safety distance measurement and risk
zone detection via Bluetooth in a PAN. To this end, this
work not only analyses a theoretical perspective but also
shown the practicality by implementing a smart-phone appli-

et Normal VaR
B Student-t VaR
£7® Normal VaR
Student-t CvVaR

37.0336.65

Risk in %
8

Fig. 9. A comparison between Value-at-Risk (VaR) and Conditional
Value-at-Risk (CVaR) along with normal distribution and Student-t distri-
bution for the distance estimation.

cation on top of the Android platform [39] [See Appendix A].
In particular, we have collected RSSI signals from
other smart devices via BluetoothDevice device = intent.
getParcelableExtra(BluetoothDevice. EXTRA_DEVICE) [39].
Further, we have implemented the proposed risk-aware phys-
ical distancing application using open-source Apache Com-
mons [40] APIs. Additionally, we have shared the implemented
smart-phone application source code in a repository ! to
encourage an interested reader to reproduce or future usages.
Therefore, the proposed risk-aware physical distancing system
ensures theoretical robustness. Besides, we have validated
the practicality by implementing a real-life smart device
application.

V. CONCLUSION

In this paper, we have introduced a novel risk-aware phys-
ical distancing problem for enhancing private safety that can
help to resist the chance of affected by the COVID-19 or such
kind of pandemic. We propose a Bluetooth-based PAN for
effectively measuring a risk-aware physical distance between
a PAN creator and nearby users using existing smart devices.
In particular, we have proposed a CVaR-based physical dis-
tancing model and solved it by developing a probabilistic
linear model that can efficiently cope with the tail-risk for dis-
tance estimation. Further, we have incorporated a curve-fitting
optimization technique to find the optimal risk-zone trajectory
so that the individual (i.e., PAN creator) can take proactive
safety measures for reducing the risk of spreading COVID-19
or such kind of epidemic. Our experiment results show that
the proposed approach can tackle about 45.11% of the risk
for 95% confidence for physical distance calculation between
the PAN creator and others. To this end, the newly-introduced
risk-aware Bluetooth-PAN can significantly reduce the chance
of spreading the COVID-19 by taking a proactive private
safety measure.

APPENDIX A
RISK-AWARE PHYSICAL DISTANCING SYSTEM
IMPLEMENTATION IN SMART DEVICE
We have implemented the proposed risk-aware physical
distancing system on the Android platform [39] that ensures

! Android Application
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Fig. 10. Initial permission request for the social distancing service user
in smart-device.
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2#E3:97:82:EE:D0:10, RSSI: -70dBm, Dist:
1.12m, CVaR:0.94%

1#FA:5C:C3:96:9A:F9, RSSI: -73dBm, Dist:
1.58m, CVaR:0.48%
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Fig. 11. lllustration of risk-zone categorization and RSSI, distance, and
CVaR estimation between the social distancing service user and other
users in an area.

the practicality of the proposed system. However, the user
interface design is out of the scope for this application
development, where the main goal is to establish a proof of
concept for the proposed system besides its theory.

Figure 10 represents the initial permission request for the
social distancing service user in smart-device. We have demon-
strated the risk-zone categorization and other outcomes (i.e.,
RSSI, distance, and CVaR between social distancing service
user and other users) in Figure 11. In particular, in Figure 11,
red, yellow, and green background colors in the developed
application represent high-risk, moderate-risk, and safe users,
respectively. Further, high-risk path planning for the social
distancing service user for a consecutive 2 minutes of dura-

3 1y © 100% W 4:46 PM © 3 1 © 100% W 4:47 PM
High Risk High Risk
BACK TO MAIN BACK TO MAIN
100 100
50 50

Dlstance (cm)

(a) High-risk path planning at (b) High-risk path planning at
4:46 PM. 4 :47 PM.

Dlslance (cm)

Fig. 12. High-risk path planning of the social distancing service user for
a consecutive 2 minutes of duration.

$
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© 100% Ml 4:48 PM

High Risk

1#53:05:2F:8F:DA:56, RSSI: -71dBm, Dist:
1.26m, CVaR:0.80%

2#C7:58:EE:80:7A:E3, RSSI: -72dBm, Dist:
1.41m, CVaR:0.65%

3#CF:A4:9C:07:DC:8E, RSSI: -72dBm, Dist: -50
1.41m, CVaR:0.65%

4#DE:98:89:09:BE:5D, RSSI: -70dBm, Dist:
1.12m, CVaR:0.94%

(a) All users in the range of (b) High-risk path planning at
the social distancing service 4 : 48 PM for the social
user at 4 : 48 PM. distancing service user.

-1 00

Dlstance (cm)

Fig. 13.  An example scenario of the proposed risk-aware physical
distancing system in a smart-device application.

tion is illustrated in Figure 12. In order to demonstrate this,
we consider a relative representation with respect to the current
position of the social distancing service user in the considered
area. In particular, we consider the social distancing service
user (i.e., green color triangle) in the (0, 0) position, while
other users’ (i.e., blue color circular shape) are surrounding
based on the calculated distance (i.e., Algorithm 1) between
the distancing service user and others. Further, we consider
a range from —100 to 100 cm for both x-axis and y-axis
to represent the high-risk area in the path planning graph of
Figure 12. The high-risk path planning between the social dis-
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tancing service user and other users represents with a red line
curve in Figure 12 using the proposed Levenberg-Marquardt
(LM)-based Algorithm 2. Finally, an example scenario of the
proposed risk-aware physical distancing system of the devel-
oped smart-device application is demonstrated in Figure 13.
In this experiment, we have considered 20 smart device users
including the social distancing service user. In particular,
Figure 13a shows risk-zone categorization (i.e., red, yellow,
and green background colors) with respect to the social
distancing service user. Further, we have illustrated a high-risk
path planning for the social distancing service user’s based on
other high-risk users in the considered area in Figure 13b.
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